)'T = GeM 7%

Gove Azadi Ka
a—’ e Markelp!ace Amrit Mahotsav

s "@=a1/Bid Number: GEM/2026/B/8017837

fas c&aasr / Bid Document

fedich /Dated: 09-09-2026

9= fAawur/Bid Details

95 dc @9 & ad@/a3T /Bid End Date/Time

19-09-2026 17:00:00

e geld &1 ali@/a@# ™ /Bid Opening
Date/Time

20-09-2026 17:00:00

5 Queper duar (de @A H arl/@ @) /Bid Offer
Validity (From End Date)

0 (Days)

FAGA/TST W IAA/Ministry/State Name

Ministry Of Defence

faswar @ AT/Department Name

Department Of Defence Production

IS H AFA/Organisation Name

Yantra India Limited

PRIt 1 ATAA/Office Name

skkkokokokokkokokok

Rieraa Aarer & §ud a0y Contact details of

Grievance redressal

HOD Email id :naveetsharma@ord.gov.in
Buyer Email id: sksharma.ord@ord.gov.in

Pl AET/Total Quantity

376

a&q Aol /Iltem Category

Endpoint Detection and Response (EDR) Software (Q2)

auf & JHT T AR A THTHS P F WA & /
MSE Relaxation for Years Of Experience
and Turnover

Yes | Complete

IE3NT & AT 3egya & auf 3N <3N’ A ge vara
&I 718 ¥ / Startup Relaxation for Years Of

Experience and Turnover

Yes | Complete

95 dena & gt Wer Td: J9 dea & o
3mags @5 i @& / Minimum number of

3
bids required to disable automatic bid
extension
da$ S| / Number of days for which Bid |7
would be auto-extended
3i1eY vme e 3fABAH fhaeh A fohar e &1 7/ 3
Number of Auto Extension count
= ¥ R e afesr fFa1/Bid to RA enabled | Yes

R Areret A9aar AF#A/RA Qualification Rule

H1-Highest Priced Bid Elimination

93 @1 ya/Type of Bid

Two Packet Bid

1/8



{95 faawui/Bid Details

Tehelichl Fediche & SRIeT Tehelichl TUENOT ]
AT AT [Time allowed for Technical 2 Days
Clarifications during technical evaluation

A dieTor 3TaRTs (YAag Adaror orfetr & & @
qd Golighd TSIt gRT)/Inspection Required (By
Empanelled Inspection Authority / Agencies
pre-registered with GeM)

No

Payments shall be made to the Seller within 45 days of
issue of consignee receipt-cum-acceptance certificate

Payment Timelines (CRAC) and on-line submission of bills (This is in
supersession of 10 days time as provided in clause 12 of
GeM GTC)

HAIiha ugfd/Evaluation Method Total value wise evaluation

Yes (Arbitration clause document) as per DoE OM
AT €s/Arbitration Clause No.F.1/2/2024-PPD dated 03.06.2024 Arbitration should not
be routinely included in contracts

Yot @s/Mediation Clause No

$uardl faawu/EMD Detail

TsarssY da/Advisory Bank State Bank of India
suasdr IfRA/EMD Amount 56381

$idfsh faavoT /ePBG Detail

Tsarse! da/Advisory Bank State Bank of India
sUidelr ufaRid (% )/ePBG Percentage(%) 5.00

SISl &7 3T 7afd (a1E) /Duration of ePBG
required (Months).

38

(a). S T ot & HFAR STHAS FE & sy &1 Fafag deardt & forw fas & @1y 3o FARIT gFardst Uedd o &1 TATES
FINY & IHANT hael ﬁ%ﬁvﬁﬁamﬂm&ﬁaimwwmé@'@rﬂwaﬁmam il @ s AT F g d
T WM I &1/EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document
for the relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and
Service Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
Policy.

(b).3uad) AR TUrEa STAd TR, e Tg A gl &, aneneff & uer F gt arfgw| / EMD & Performance security should be
in favour of Beneficiary, wherever it is applicable.

).3uH 3R Turea STATAT U aemedf & weT & gy =few| / Earnest Money Deposit (EMD) shall also be accepted by
the buyer in the form of a surety bond.

arandt /Beneficiary :
EXECUTIVE DIRECTOR
Ordnance Factory Muradnagar, Department of Defence Production, Yantra India Limited, Ministry of Defence
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(Executive Director)

arelt fasrsar enay A& far 91/ Bid splitting not applied.

T3 @i afigar / Ml Purchase Preference

TAMSIMS TWlle adaar / MIl Purchase Preference | Yes

AP 3 s TAeharat & @wlie # wufFeda, o
A Hed L1+Xy% dd &1 W H & / Purchase 20

Preference to Ml sellers availabele upto price
within L1+X%

AP 3 e WG & wUfrear & fow fas & A

1 31fhde gfaerd / Maximum Percentage of Bid |90
quantity for Mll purchase preference

wrdafas wlie (Ah-s4-5f3a Hr arufdenar) mer
2017 & A hael FollH 1/FE 2 b TAA

Mgt 3t @t & draferd dr sgafa & s
16.09.2020 (THAI-FHT W MAT wd @9 / Allow Yes, in compliance with the MIl ORDER : DPIT Order(as
participation only from Class 1/Class 2 local amended and applicable time to time)

suppliers as per the Public
procurement(Preference to Make-in-india) order
2017 date 16.09.2020(as amended and
applicable time to time)

TATES @il adIar/MSE Purchase Preference

THATES WG aIa/MSE Purchase Preference Yes

qeH AR oY 3TH HA 3UROT AN/ Aar gerar
P TG A WATHGA, IS SAd Hed L1+X% / 15

Purchase Preference to MSE OEMs/ Service
Provider available upto price within L1+X%

qeH 3R oY 3TH HA U7 AT /A gerar B
Tl # wafRear & fow s @ 7 @ 3fR_ban

ufaerd / Percentage of Bid quantity/amount for
MSE OEMs/ Service Provider Purchase preference

25

¢3d Il Ha faaor/TReDS Payment Details

This Bid provides for Trade Receivables Discounting System (TReDS) as Preferred mode of payment.

For MSME sellers, payments may be processed through a TReDS exchange in which the Buyer is
registered, subject to applicable policy and regulatory guidelines. Accordingly, sellers intending to
avail payment through TReDS are required to be registered with at least one TReDS exchange in
which the buyer is registered.

1. If the bidder is a Micro or Small Enterprise as per latest orders issued by Ministry of MSME, the bidder shall be
relaxed from the eligibility criteria of "Experience Criteria" as defined above subject to meeting of quality and
technical specifications. The bidder seeking Relaxation from Experience Criteria, shall upload the supporting
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documents to prove his eligibility for Relaxation.

2. If the bidder is a Micro or Small Enterprise (MSE) as per latest orders issued by Ministry of MSME, the bidder
shall be relaxed from the eligibility criteria of "Bidder Turnover" as defined above subject to meeting of quality
and technical specifications. If the bidder itself is MSE OEM of the offered products, it would be relaxed from the
"OEM Average Turnover" criteria also subject to meeting of quality and technical specifications. The bidder
seeking Relaxation from Turnover, shall upload the supporting documents to prove his eligibility for Relaxation.
3. If the bidder is a DPIIT registered Startup, the bidder shall be relaxed from the the eligibility criteria of
"Experience Criteria" as defined above subject to their meeting of quality and technical specifications. The bidder
seeking Relaxation from Experience Criteria, shall upload the supporting documents to prove his eligibility for
Relaxation.

4. If the bidder is a DPIIT registered Startup, the bidder shall be relaxed from the the eligibility criteria of "Bidder
Turnover" as defined above subject to their meeting of quality and technical specifications. If the bidder is DPIIT
Registered OEM of the offered products, it would be relaxed from the "OEM Average Turnover" criteria also
subject to meeting of quality and technical specifications. The bidder seeking Relaxation from Turnover shall
upload the supporting documents to prove his eligibility for Relaxation.

5. Preference to Make In India products (For bids < 200 Crore):Preference shall be given to Class 1 local supplier
as defined in public procurement (Preference to Make in India), Order 2017 as amended from time to time and its
subsequent Orders/Notifications issued by concerned Nodal Ministry for specific Goods/Products. The minimum
local content to qualify as a Class 1 local supplier is denoted in the bid document. If the bidder wants to avail the
Purchase preference, the bidder must upload a certificate from the OEM regarding the percentage of the local
content and the details of locations at which the local value addition is made along with their bid, failing which
no purchase preference shall be granted. In case the bid value is more than Rs 10 Crore, the declaration relating
to percentage of local content shall be certified by the statutory auditor or cost auditor, if the OEM is a company
and by a practicing cost accountant or a chartered accountant for OEMs other than companies as per the Public
Procurement (preference to Make-in -India) order 2017 dated 04.06.2020. Only Class-l and Class-Il Local suppliers
as per Mll order dated 4.6.2020 will be eligible to bid. Non - Local suppliers as per Mll order dated 04.06.2020 are
not eligible to participate. However, eligible micro and small enterprises will be allowed to participate .The
buyers are advised to refer the OM No.F.1/4/2021-PPD dated 18.05.2023.

OM No.1 4 2021 PPD_dated 18.05.2023 for compliance of Concurrent application of Public Procurement Policy
for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in India) Order, 2017
and its subsequent Orders/Notifications issued by concerned Ministry .Benefits of MSE will be allowed only if
seller/service provider is validated on-line in GeM profile as well as validated and approved by Buyer after
evaluation of documents submitted.

6. Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs
having valid Udyam Certificate and whose credentials are validated online through Udyam Registration portal as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued
by Ministry of Micro, Small and Medium Enterprises and its subsequent Orders/Notifications issued by concerned
Ministry. If the bidder wants to avail themselves of the Purchase preference, the bidder must be the
manufacturer / OEM of the offered product on GeM. In respect of bid for Services, the bidder must be the Service
provider of the offered Service. Traders are excluded from the purview of Public Procurement Policy for Micro and
Small Enterprises and hence resellers offering products manufactured by some other OEM are not eligible for any
purchase preference. Relevant documentary evidence in this regard shall be uploaded along with the bid in
respect of the offered product or service, and Buyer will decide eligibility for purchase preference based on
documentary evidence submitted in case of product bids, whereas in case of services the eligibility is
automatically validated. If L-1 is not an MSE and MSE Seller (s) has / have quoted price within L-14+ 15% (Selected
by Buyer) of margin of purchase preference /price band defined in relevant policy, such MSE Seller shall be given
opportunity to match L-1 price and contract will be awarded for 25% (selected by Buyer) percentage of total
quantity. The buyers are advised to refer the OM_No.1_4 2021 PPD_dated_18.05.2023 for compliance of
Concurrent application of Public Procurement Policy for Micro and Small Enterprises Order, 2012 and Public
Procurement (Preference to Make in India) Order, 2017. Benefits of MSE will be allowed only if seller is validated
on-line in GeM profile as well as validated and approved by Buyer after evaluation of documents submitted.

7. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

8. Short Duration Bid has been published by the Buyer with the approval of the Competent authority due to
Emergency procurement of critical products/services.

9. Reverse Auction would be conducted amongst all the technically qualified bidders except the Highest quoting
bidder. The technically qualified Highest Quoting bidder will not be allowed to participate in RA. However, H-1
will also be allowed to participate in RA in following cases:
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i. If number of technically qualified bidders are only 2 or 3.
ii. If Buyer has chosen to split the bid amongst N sellers, and H1 bid is coming within N.
iii. In case Primary product of only one OEM is left in contention for participation in RA on elimination of H-1.

iv. If L-1 is non-MSE and H-1 is eligible MSE and H-1 price is coming within price band of 15% of Non-MSE L-1

v. If L-1 is non-MIl and H-1 is eligible MIl and H-1 price is coming within price band of 20% of Non-MIl L-1

Endpoint Detection And Response (EDR) Software ( 376 pieces )
(spar2r: Sof 1 3R Aol 2 & T 3Tgfdedt & ¥ F JET WH T & faw 3MaTH/Minimum 50% and 20% Local

Content required for qualifying as Class 1 and Class 2 Local Supplier respectively)

deeiid ARPAT /Technical Specifications

* S el Tafdf® & 318/ As per GeM Category Specification

faaRuT/Specification

AR & arar /Specification
Name

s & faw 3meaRas 31gAd T /Bid Requirement
(Allowed Values)

Generic

Description Of Store

Endpoint Detection and Response (EDR)Software with
TLS 1.2 or higher

SCOPE OF LICENCE

Licence Type

3 Year Subscription

Licencing Option

Per User

Integration and

Integration Capabilities

SIEM Integration, Email Security Integration, Identity

Support and Access Management (IAM) Integration (e.g.,
SAML, LDAP, Active Directory)
Features Detection Methodologies Behaviour Based Detection, Machine Learning Based

Detection, Signature Based Detection, Threat
Intelligence Correlation, Heuristic Detection,
Indicators of Compromise (IOC) Based Detection,
Anomaly Detection

Endpoint Telemetry
Coverage

Process Activity Monitoring, File Activity Monitoring,
Memory Activity Monitoring, Network Activity
Monitoring, Registry Activity Monitoring, User and
Identity Activity Monitoring, Device Activity
Monitoring

Endpoint Response Actions
Supported

Host Isolation, Process Termination, Ransomware
Rollback, File Quarantine and Removal, Device
Containment, Remote File Retrieval

WA /Rafésr 3 g ara/Consignees/Reporting Officer and Quantity

. R /Raiféar .
;F'H;)/S'N 3@ /Consignee qdr/Address AT /Quantity %?hﬂﬂﬂ?i?;’/sl)ellvery
] Reporting/Officer

Buyer added Bid Specific Additional Scope of Work
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#.4./S.N . L Rad UaR & 3gaR
o. Document Title Description fradl/Applicable i.r.o. ltems

OFM ANNEUXURE q g
Endpoint Detection An
1 View OFM DOCUMENT Response (EDR) Software(376)

The uploaded document only contains Buyer specific Additional Scope of Work and / or Drawings for the bid items added
with due approval of Buyer’s competent authority. Buyer has certified that these additional scope and drawings are
generalized and would not lead to any restrictive bidding.

¥ar gru i a1 Rz & v wf/Buyer Added Bid Specific Terms and Conditions

1. Service & Support

Dedicated /toll Free Telephone No. for Service Support : BIDDER/OEM must have Dedicated/toll Free
Telephone No. for Service Support.

2. Service & Support

Escalation Matrix For Service Support : Bidder/OEM must provide Escalation Matrix of Telephone Numbers
for Service Support.

3. Certificates

Bidder's offer is liable to be rejected if they don't upload any of the certificates / documents sought in the
Bid document, ATC and Corrigendum if any.

4. Buyer Added Bid Specific ATC

Buyer Added text based ATC clauses

SPECIFICATION :- ENDPOINT DETECTION AND RESPONSE (EDR) FOR COMUTERS, LAPTOPS WIT
H 3 YEARS LICENCE. THE DETAILED SPECIFICATION IS GIVEN IN ANNEXURE NO.12/IT/PROC/ANN
EX DTD 11.07.2026

PRE QUALIFICATION CRITERIA :-

(1) FOR EXPERIENCE OF TENDERED ITEM OF SIMILAR NATURE ITEM, THE ORDER, EXECUTED BY THE BIDDE
R, DURING THE LAST FIVE YEARS ENDING ON THE LAST DAY OF MONTH IMMEDIATELY PROCEEDING THE M
ONTH IN WHICH THE LAST DATE OF BID SUBMISSION FALLS,SHOULD BE CONSIDERED AS UNDER :-

A) ONE CONTRACT OF 35% OF THE TOTAL VALUE OF THE ITEM OR

B) TWO CONTRACT OF 20% OF THE TOTAL VALUE OF THE ITEM OR

C) THREE CONTRACT OF 15% OF EACH OF THE TOTAL VALUE OF THE ITEM.

S.0.COPIES & SATISFACTORY PAST PERFORMANCE REPORT TO BE ENCLOSED HEREWITH.

(2) FOR FULFILLING THE EXPERIENCE CRITERIA ANY ONE OF THE FOLLOWING DOCUMENTS

MAY BE CONSIDERED AS VALID PROOF FOR MEETING THE EXPERINCE CRITERIA :=

(I) PURCHASE ORDER COPY ALONG WITH TH INVOICES WITH SELF CERTIFICATE BY THE BIDDER

THAT SUPPLIES AGAINST THE INVOICE HAVE BEEN EXECUTED.

(I1) EXECUTION CERTIFICATE BY CLIENT WITH ORDER VALUE

(1) ANY OTHER DOCUMENTS IN SUPPORT OF ORDER EXECUTION LIKE THIRD PART INSPECTION RELEASE N
OTE ETC.

(3) OEM/MAF AUTHORIZATION :-

(I) THE INK SIGNED BID SPECIFIC MAF FROM OEM NEEDS TO BE SUBMITTED ALONG WITH THE DOCUMENT
S.
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(1) TECHNICAL DOCUMENTS INCLUDING DATASHEETS, TECHNICAL COMPLIANCES TO BE SUBMITTED ON O
EM LETTER HEAD DULY SIGNED AND STAMPED BY AUTHORIZED SIGNATORY.

ALL OTHER TERMS AND CONDITION WILL BE APPLICABLE AS PER GEM GTC, ATC, OFM ANNEXURE No.12/IT
/PROC/EDR/ANNEX DT 11.07.2026 AND AS PER YIL PROCUREMENT MANUAL YILSPMM-24.

5. Buyer Added Bid Specific ATC
Buyer uploaded ATC document Click here to view the file.
sedaor/Disclaimer

The Additional Terms and Conditions (ATC) have been incorporated by the Buyer after approval of their
Competent Authority. The Buyer ,is solely responsible for the impact of these clauses on the bidding process, its
outcome, and consequences thereof including any restriction arising in the bidding process due to these ATCs
and including the modification of technical specifications and / or terms and conditions governing the bid.All
representations / grievances pertaining to the ATC clauses shall be raised with the buyer organization directly
and not with GeM.If any of the clause(s) is/are incorporated by the Buyer regarding the following, the bid &
resultant contract shall be treated as null & void. Further, GeM reserves the right, at its sole discretion, to cancel
the bid forthwith, without issuance of any prior notice or intimation :-

1.

10.
11.
12.

13.

14.

Publishing Custom / BOQ bids for items for which regular GeM categories are available (unless such
Custom / BOQ item is bunched with the major regular product Category Item).

Mandating procurement of / from specific Brand / Make / Model / Manufacturer / Dealer except in case of
Single Bid / Proprietary Article Certificate (PAC) Buying.

Inclusion of disqualification criteria related to suspension of seller / service provider, where such
suspension period has already expired.

Mandating submission of documents (other than EMD and signed Integrity Pact - which can be submitted
within 5 days of bid opening) in physical form as a pre-requisite to qualify bidders.

Publishing bids on GeM for procurement of works.
Procurement of Goods by creating a Service bid on GeM & vice-versa.

Seeking sample with bid or approval of samples during bid evaluation process. However, trial / sample, as
the case may be, shall be permitted in cases where trial / sample are allowed as per approved and
published procurement policy of the Buyers’ controlling Ministry / Department / State / Public Sector
Enterprises Headquarters. If there is any violation of trial / sample clause with regard to approved policy
of the Buyers’ Ministry / Department / State / Public Sector Enterprises Headquarters, then this is to be
determined and redressed by the concerned Buyer Organisation only.

Seeking experience from specific organization / department / institute only or from foreign / export
experience.

Creating bid for items from incorrect categories.

Reference of conditions published on any external site or reference to external documents/clauses.
Asking for any Tender fee / Bid Participation fee, as the case may be.

Buyer added ATC Clauses which are in contravention of clauses defined in bid detail section, including

specifications, EMD Detail, ePBG Detail and MIl and MSE Purchase Preference sections of the bid, unless
otherwise allowed by the applicable GeM GTC.

Any ATC clause in contravention with GeM GTC Clause 4 (xiii) (h) will be invalid. In case of multiple L1
bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

In a category based bid, adding additional items, through buyer added, additional scope of work/
additional terms and conditions/or any other document. If buyer needs more items along with the main
item, the same must be added through bunching category based items or by bunching custom catalogues
or bunching a BoQ with the main category based item, the same must not be done through ATC or Scope
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of Work.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller. Buyer is duty bound to reply to all such
representations and would not be allowed to open bids if he fails to reply to such representations.

All GeM Sellers/Service Providers shall ensure full compliance with all applicable labour laws,
including the provisions, rules, schemes and guidelines under the four Labour Codes i.e. the Code
on Wages, 2019; the Industrial Relations Code, 2020; the Occupational Safety, Health and Working
Conditions Code, 2020; and the Code on Social Security, 2020 as and when notified and brought into
force by the Government of India.

For all provisions of the Labour Codes that are pending operationalisation through rules, schemes or
notifications, the corresponding provisions of the pre-existing labour enactments (such as The
Minimum Wages Act, 1948, The Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The
Equal Remuneration Act, 1976, The Payment of Gratuity Act, 1972, etc. and relevant State Rules)
shall continue to remain applicable.

The Seller/ Service Providers shall, therefore, be responsible for ensuring compliance under:

e All notified and enforceable provisions of the new Labour Codes as mentioned hereinabove;
and
e All operative provisions of the erstwhile Labour Laws until their complete substitution.

All obligations relating to wages, social security, safety, working conditions, industrial relations etc.
and any other statutory requirements shall be strictly met by the Seller/ Service Provider. Any non-
compliance shall constitute a breach of the contract and shall entitle the Buyer to take appropriate
action in accordance with the contract and applicable law.

This Bid is governed by the General Terms and Conditions, conditions stipulated in Bid and Service
Level Agreement specific to the Service, as the case may be, as provided in the Marketplace.

However, in case of Service, if any condition specified in General Terms and Conditions is
contradicted by the conditions stipulated in Service Level Agreement specific to said Service, then it
will over-ride the conditions in the General Terms and Conditions.

Ig e arar=yg ordi & 3iaeia off enffia & /This Bid is also governed by the General Terms and Conditions

SIH B AAT A & TS 26 & HeH 3 ARG & WY HH A AST A arel ¢ & [T & Wlg W ufdey & da9 #
HIIT & YT qfH Ao TS S ared ¢ A ;s o =X 30 Afdg & Fe @ & fow Jof oy @on 59 a8 [z &3 aren
qeTA WY & wH Golipd alIfds & o dd §AT ST &l 38 3gureld B glan 3R IS o e awon fh S
T SHD IHUoled o Il U IHJAY Pl deehlel FHATE el AR Hlefed &b AT 31 T Hefeh HLars & 3T am lin terms

of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which shares a
land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to undertake
compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action in
accordance with the laws.

---g=arg/Thank You---
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